目录服务器查询工具使用指南
1. 湖北CA官网下载目录服务器查询工具，地址https://www.hbca.org.cn/download.jsp，点击“目录服务器查询工具”，另存为到电脑上。
[image: ]
2. 将下载工具解压到电脑上；
[image: ]
3. 进入GBrowser文件夹，运行GBrowser.exe；










4. [image: ]点击“文件”——“连接”；
[image: ]
5. 输入连接信息——“确定”，可以连接到目录服务器；
[image: ]
6. 点击下拉框，选择cn项，值填入需要查询的用户名。例如需要查询证书CN项为“YW加密测试001”，就需要在cn中填入“YW加密测试001”，点击“快速查询”。
[bookmark: _GoBack][image: ]
7. 稍等一会，就能查到需要的公钥证书信息。
[image: ]
8. 点击userCertificate就会弹出用户公钥证书；
[image: ]
9. 点击复制到文件，选择保存目录，填写保存名称，注意要加上后缀“.cer”，点击“保存”，会提示“保存证书成功”；





[image: ]
10. [image: ]双击保存的文件，即可看到公钥证书信息；

11. 如果需要查询CRL 信息，cn中填入“crl”，点击快速查询；	
[image: ]


12. 点击crl，右边选择certificateRevocationList的值，能看到crl信息；
[image: ]
13. 点击复制到文件，选择保存目录，填写保存名称，注意要加上后缀“.crl”，点击“保存”，会提示“保存CRL成功”；
[image: ]
14. 双击保存的文件，即可看到CRL信息；
[image: ]
15. 如果不清楚需要查询的目录服务器地址和CRL地址，可以去湖北CA官网查询，查询地址:			http://css.hbca.org.cn:8002/newcss/self/searchCert.jsp。
[image: ]
image7.png
& SAETRIESREEGEE

YHE REE NEY PEE #RE LOF #RO IAD X0 #EH)

08 o ¥ o
on v |- | |[whrEnitoot )
ot | QR O | Bt Bl
©QRrooose |
¢ hen

O yrERiTo01

THERME: 1

#2

=8

B

Bt





image8.png
& =AETRAIESREEGEE - o x
THEE WEE NEY BEE #FE LOF HRO) TAED #20O #HME

8o ¥ an © 88
en ~[= |+ |mmaitoor EEn
THak [ QER [ @es | Bt ER]
SR
© RostDsE e X
& hen
e
s
n DFB4E05S
3 | & ABBCETE
AR FriApr 13 03.14.46 ONT 2018
AR Suntay 13 03:14:45 GNT 2018 I
B CN=YWHIEEM001, C=CN
P 128401004521
ST 9424 GBG15147dc08 baad c90d 779 407 a0a7
=R oA false

E—
@ SAER WE LA B SRR

mail
manager
mobile

o

ou

f#2 =8 B Bt

5





image9.png
& =AETRAIESREEGEE - o x
THEE WEE NEY BEE #FE LOF HRO) TAED #20O #HME

©ec ¥ ae O K8
en v = [ |rmEion wEn
Hos | QER [@ne | B BB

© roose &z x -
o stuon e | e |

& 5E X

ME:

DFE4E0SS
ABBCBTE

ir (O] ~| (=[] [=] [El=

LE]
3
=

bz
=
=

l6sac]

st festee]
St [P con, (e Cpem) ~

" | i) AEH©)

@ SAER WE LA B TSR

abeledURI
mail
manager
mobile E

f#2 =8 B Bt





image10.png
RS

<FiE>

&

v3
559c0dacaf694bB3edcb1...
1.2156.10197.1.501

HBCA, ECC, Hubei Digital ..
2018545138 1:14:46
2018558138 11:14:46

ECC (0 Bits)

REEEE. EBETHO...





image11.png
& SAETRIESREEGEE

THEO REEO PEY BEE #3O LOF WHO TED %20 #HE

648 ¥ an
on <F [+fn raEE
CE | QER | @8 E# e
Qroose |
¢ mon
o aten
@

#2

=8

B

Bt





image12.png
& =AETRAIESREEGEE - o x
THEE WEE NEY BEE #FE LOF HRO) TAED #20O #HME

6o & ¥ ae O RW
en < [+fm ]
Hos | QER (@R | L an BB ‘
@ CRL x 2
© Rooise
@ st et
et _
(% o} i T
[ [

vz
CN=HBCA, 0U=ECC, O=Hube Digital Ceriifca.
Tue Nov 22 08:51:28 GMT 2022

Tue Nov 22 10:01:28 GMT 2022
1.2.168.10187.1.501

Authority Key Idntifisr KeylD: 1949 e7ac 5403 c7id 603d 1693 Seeb 2

(= we | mu || msmme || axesm

ou
pager
photo E

f#2 =8 B Bt

JERHE: 1





image13.png
& SATTRIRRESRAES S o
THO FEEO WEY $EE RFE LOF WAO IAD Z20 #HE
8o 6 ¢ an O VAW
en v T<]en R
THak [ QER [ @es | [ B R
& CRL
O RooDsE
¢ amen 0. | wlE |
¢ moen s =
B e |
L e O s <] (=[] [=] [EE=
| & = ==l
4
e
e
=
suf
stg: foren ]
Sl [ERBHBESEE Con) Can) [~
| 8H(3) SHC)
@ =rER we | m || EwEme || Asmem
o
ou
pager
photo
#x || 28 || spwex || Be





image14.png
vz
HBCA, ECC, Hubei Digital Cer...
2022118228 13:51:28
2022118228 18:01:28
1.2156.10197.1.501
KeyID=f649e7ac54d3cTfd6d..
00

31422611b7198a7 1eebddsc...

Bw:





image15.png
EFES CA Query





image1.png
TRIEBR B RIS EEE T
ESECRUITE REBETR
[ =] [ =]
ERESEEAIA

RSA1024 CRL

RSA2048 CRL

EAREENE (&
BA)

SM2 CRL





image2.png
lll:lﬁmgﬁﬁm - Box

-gﬁ«mﬁ T RS - BaF [ B
x&l ER = RO BIC

EEEr =8 R B ExE | Ep Ees w2
2 Y =0 B3 B pice

R an E 7 e

¢ > v 4 B iEE > Data(D) > ERESESETIR v @

= BHER £ ESN
B GBrowser 2022711221426 kR

b GEESE
m=E
37
B
1=l

LR

7@ OneDrive
& WPSRIE

-
PESA

=

- =E

o AR (C)
= Data (D)
= Work (€)
o= Self )

» s

o amE |




image3.png
& SAETRIESREEGEE - o
HEE FEO WEY BEE) #20) WF ERG TED #20 #HE

& 2 &[S |

nostalCode - - REEH

B i 4 #

f#2 =8 B Bt





image4.png
& SAETRIE SRS EN/ESE a

FHO| #EE MEW $EE #20 LF HRO TAD X0 R

(7)== & P & =

T

& #1E0 i il )
Qar [ @t | E it R

f#2

=8

B

Bt





image5.png
& TFLDAPER

EH! 61.183.191.90

0 389

hig LDAP v3

=3

R E€

User DN,
=

FEE

Base DN, e=en

~ FH1BaseDN

AR

R1F

ML

Bk

E sRER





image6.png
& SAETRIESREEGEE

O WO WEY BEE HFO LOF #A0 IAD %20 #HE

8o

¥ an B

8 DM

ftelephonenumber
string array list

Jacdress

o € vwhrEgon2

lpostalcode ~|= [+ [owhmmmsstoor o
[postalCode. == —
lsn 5 N
[cN lobjectClass. country
lserialNumber lobjectClass i
description

SearchGuide





